ELIGE COMMUNICATIONS LIMITED

DATA PROTECTION POLICY

1. INTRODUCTION

/T /T

Elige Communications Limited (“Elige”, “Ambia”, “we”, “us”, or “our”) is committed to

protecting your personal data and respecting your privacy.

This Data Protection Policy explains how we collect, use, process, store, and share your

personal data when you use:

a. Our website: www.ambia.io

b. The Ambia mobile application

c. Any related products and services (collectively, the “Services”)
This Policy is prepared in accordance with:

a. Data Protection Act, 2019

b. The Constitution of Kenya, 2010

c. International best practice principles, including elements reflected in the EU GDPR

2. WHO WE ARE
Elige Communications Limited is a company incorporated in Kenya and acts as:

a. A Data Controller, where we determine how and why your personal data is

processed
3. LAWFUL BASIS FOR PROCESSING
We process your personal data on one or more of the following legal bases:
a. Contractual necessity- to provide the Services to you

b. Legal obligation- to comply with applicable laws and regulations



c. Legitimate interests- including service improvement, fraud prevention, and

analytics
d. Consent- where required (e.g., marketing, cookies, contact syncing)
e. Legal claims- to establish, exercise, or defend legal rights

Where processing is based on consent, you may withdraw your consent at any time.

4. INFORMATION WE COLLECT
4.1 Profile Information
When you register for an account, we may collect:
a. Name
b. Phone number (used as your user ID)
c. Email address
4.2 Payment Information
When you make payments, we (or our payment processors) may collect:
a. Billing address
b. Payment card details (securely processed by third-party providers)
4.3 Address Book Information (with Consent)
With your explicit consent, we may access:
a. Contact names and phone numbers from your device
This is used to:
a. Sync your contacts
b. Identify other Ambia users
c. Enable communication features

We:



a. Do not use this data to market to non-users
b. Limit processing to necessary functionality

c. Allow you to revoke access at any time via your device settings

4.4 Usage and Technical Information
We may collect:
a. (Call detail records (e.g., call duration, quality, timestamps)
b. Device information (IP address, browser type, operating system)
c. App usage data and interaction logs
d. Network and connection information
This helps us:
a. Deliver services
b. Improve performance
c. Detect fraud and abuse
4.5 Communications Data
We may process:
a. Customer support interactions
b. Survey responses
c. Service-related communications
4.6 Cookies and Tracking Technologies
We use cookies and similar technologies to:
a. Enable website functionality
b. Analyse usage and improve services

c. Remember user preferences



Non-essential cookies are used only with your consent. You may manage your cookie

preferences through your browser settings.
5. HOW WE USE YOUR INFORMATION
We use your personal data to:
a. Provide and operate the Services
b. Verify your identity
c. Manage your account and billing
d. Enable communication features
e. Improve and personalize user experience
f. Detect and prevent fraud or illegal activity
g. Comply with legal and regulatory obligations
h. Communicate with you about services and updates

Where we rely on legitimate interests, we ensure your rights and freedoms are not

overridden.
6. SHARING YOUR INFORMATION
We may share your personal data:
a. With service providers (e.g., payment processors, hosting providers)
b. With affiliated companies
c. Where required by law or regulatory authorities
d. To prevent fraud or protect rights and safety
e. In connection with business transfers or restructuring
All third parties are required to:
a. Protect your data
b. Process it only as instructed

c. Implement appropriate security measures



We do not sell your personal data.

7. INTERNATIONAL DATA TRANSFERS
We may transfer your personal data outside Kenya where necessary.
In such cases, we ensure:

a. Appropriate safeguards are in place

b. Data protection agreements are implemented

c. Risk assessments are conducted

8. DATA RETENTION
We retain personal data only for as long as necessary:
a. Account data- for the duration of your account and applicable legal obligations
b. Call and usage data- as required for billing and regulatory compliance
c. Payment data- as required by financial and tax laws
d. Analytics data -anonymised where possible

When data is no longer required, it is securely deleted or anonymised.

9. YOUR RIGHTS

Under applicable law, you have the right to:
a. Access your personal data
b. Correct inaccurate or incomplete data
c. Request deletion of your data
d. Object to processing

e. Withdraw consent



f. Request data portability
g. Lodge a complaint with the Office of the Data Protection Commissioner

To exercise your rights, contact us at: support@ambia.io

We will respond within the timelines required by law.

10. DATA SECURITY

We implement appropriate technical and organisational measures to protect your data,

including:
a. Encryption
b. Access controls
c. Secure infrastructure

d. Monitoring and incident detection

11. PERSONAL DATA BREACHES
In the event of a personal data breach:
a. We will assess the risk promptly
b. Notify the relevant authorities where required
c. Inform affected individuals where necessary

d. Take appropriate remedial action

12. COMMUNICATIONS
We may contact you via:
a. Email

b. SMS



c. Phone
For:
a. Service-related updates
b. Account notifications
c. Marketing communications (where you have consented)

You may opt out of marketing communications at any time.

13. THIRD-PARTY WEBSITES

Our Services may contain links to third-party

We are not responsible for their privacy practices.

14. CHANGES TO THIS POLICY
We may update this Data Protection Policy from time to time.
Where changes are material, we will:

a. Notify you where appropriate

b. Update the “Last Updated” date

websites.

Your continued use of the Services constitutes acceptance of the updated Policy.

15. CONTACT US
If you have any questions or wish to exercise your rights, please contact us:

Email: support@ambia.io




